— Beware of Internet Crime! —

The rapid spread of Internet usage has increased the
number of cases of Internet crime involving technical
intern trainees. According to the National Police Agency,
crime syndicates use word of mouth and advertisement
flyers to approach technical intern trainees and involve
them in crime. They attempt to buy bank accounts from
technical intern trainees or to use them as pawns in
fraud carried out through online shops.

If any technical intern trainee is used by a crime
syndicate in this way, that trainee will not only risk
being arrested for being a party to a criminal act (even if
he/she intended it simply as a means for acquiring some
extra money), but may also seriously undermine the
integrity of the Technical Intern Training Program as a
whole.

[Examples of criminal acts]
+ Acting as a “receiver” of products
Receiving products that a crime syndicate orders
from an Internet shop using a stranger’s personal
information, and forwarding those products to a
designated address

+ Withdrawing cash using a stranger’s cash card
Withdrawing cash from an ATM using a stranger’s
cash card acquired illegally

+ Transferring and buying/selling bank accounts
Transferring a bank account you personally opened
in your name to a crime syndicate

Crime syndicates also use Internet bulletin boards,
e-mail, flyers and the “same hometown approach” to
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solicit people for their criminal activities. They may
claim to offer a “simple side job” or a “short but
high-paying job,” but never take these words seriously!
As technical intern trainees, you must be extra careful to
have control over your own bank account so that it is not
used by a criminal organization. You need to also take
the greatest precaution not to become involved in the
receiving and delivery of money and valuables you have
nothing to do with. If you are ever solicited to take part
in such activities, take the matter to someone at your
supervising or implementing organization.

JITCO also asks all supervising and implementing
organizations to repeatedly bring technical intern
trainees’ attention to the risks of becoming involved in
criminal  activities  through lifestyle  guidance
opportunities and other opportunities for interaction
with technical intern trainees.
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